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ABSTRACT

Abstract

Renting Car is an emerging industry in recent years. In order to regulate the management
and working actions, reduce operating costs and improve efficiency. It’s so necessary to
develop of Renting Car Management system software.

With the use the SQL Server database and Visual Studio family of tools to achieve
a NET Car Rental Management System. Includes the development of front-end application
development as well as and establishment and maintenance of two aspects and back-end
database. Front desk operations including: browse and query vehicle information, driver
information, online bulletin, car rental, return the car and order cancellation. Background
release of new vehicle information, manage and modify vehicle information, add and manage
driver information, add and manage bulletin information, Order form management, user
management, and auditing the vehicles.

The system to the network as a platform, simple interface, simple operation, easy to
grasp, to simplify the record formalities for leasing activities, improved the efficiency of

rental turnover.

Key Words: Renting Cars ; .net ; Lease management
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Hk, VARATEEARER Ko WKL, THAERBLFK, KRERERAKX,
WWERTFEEZ, FERMRE, MABAENRHAEX AR, RENFERIK, HAZ
WS, ABPEERGB . MAHENARKKREE EA A HKRRSE,
WASHIRE, FHERIE, HZEDM bt nT DU 3. i BR8]
WP, ZPERREARR, NEEHEZFLKER. TH, MtaMER, HETEH
J& T AICHIZERVENE, EREZEMR T OB B BRI 5 Al B fr H 22 2 TR P I
s T RSAMHEE, ANBTaGHSEMEREH IR W, TE—ERE LEH®
ATEAGE: WA R, WEMSILK R RADT DU )+ B 3 e, F
G E] LAES) P E —FEMNEE, HIHE S EAF A A, R R RRRAE
H, ATLLESIZFHATI R R R, BETLRIERR, SO 5% =
b E IR R A -

FIRFEREE Internet F£ P EAGFREKRE, A ZHAAERFENEARN A
CHIF . TIE. BRRS, MR, M EEBEGEN THHRNEERD. 4545
FZEARIAE 52 B TN RE I R Ak AN 2 P ARG 3K AL BN 025 R T REANRE
L3y, BPUARLENK T MERRGER. BRANGER, ZHFENMURTER
(6], T ELR A AT RE B BRI 2 A 7] MR 2 . WS — M5 B 5 IR R
RS, ENHLETFHAINZES P EH R, FFhR MR RE. ¥nd
Wz, BTSSR TR, TFRIET. net FE K7 T EH
RAIBAEERE

2.3 IhEE

EARFERY T RTRAHF K —LLHEE, €35 T . NET Framework. ASP.NET,
CH#HHIZRFE. NET Framework & SCRFAERFIZAT F—RAHFEFH XML Web
services )38 Windows ZHf}, ASP.NET — P C4iER T NET K,
CHREHEILAE C++M1 JAVA XFARFHEF AL B, S T IAE S s
NIRRT AR T R G FE  SCRE, B e 2 3 AR 45 H ok
HLR, FAEAE BRI B

AFEJFHHEDT T REM AT, NEAR ERFERIEZESARE, 8
H Visual Studio 2010 &% T B, {#HH C#2eRB LIRS . HR LAl ok
P2 HArt ST E M.
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BT RO R R

£3IE RFigit
3.1 BRIt

MR RIER G RN RAE T B M RS LA A .
3.1.1 &1 Em

ARGERA TRENE PR EMP R, XN REEATHIH SR
Ja, W T AR IEA TR

(D) LHM: REEFRREHBHEAR, FRENREF I 2E. REr
BT

(2) @At BT RERGFRIER ME1T, DUAEIRRNEENE, BNRS
WIRA ARG e A, A0SR e ) 2 A R it

(3) itk ZRFEER LLIUNEFEN ZRH R —RHAMTE, BASE
PARIL% B, RYFILEE, WRUSAT AR} B

312 BB AR

B/S (Browser/Server, W %iag Ar%#%) #iX XFR B/S 454, & EBE% Internet
BRI, % C/S BN KT . EXMEH T, P TAERNEEY B
AR RS . B/S B KA 4 2 Is AT 49 LU I, RESEILA RN 5,
MARRHTT, UARRKFEATTX (Ha LAN, WAN, Internet/Internet %) 5
W AERAEIL B . B/S 454, EERAAARWIRGAR WWW I RSSER, 46
WYL RS 2 Al Script 15 5 M ActiveX BoAR, Il AW VARSI T FOR TR E A%
E YA A RESLHK SR KTIRE, WA T IFREA, B—F4# S R GHiE
R, e /s Bk, Z&MARGY R, @ TR ABES. KA B/S 4,
FERRAIT R AR A] A = B4R vp iR 55 2 (1 S AR 37 1540 28 7 i 1) N FH 7
P REAT I BT A B ER) e T 0 BB AT

Browser/Server ) 3 4s 5 #4) B SE P — /N 52 #E 1) Browser/Server N H R 4 7 2 HH
Brower, Web Server, DB Server —-/N& 4320 % -

(1)Browser

AR & B/SE M S P A B S, T iR 95 2R AR RE I B B
K, PR MR S5- 28 i R B B

(2)Server
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% 3E RFWI

Server/£Web R4 H I 3E ==, A ZE P A T RAE A 7B A MBI
B BN T ARAEWebdh sl FURIE, =%, — By 2T Server UL - ic B BL4f
FIMLES £, BRI LARIWeb ServerfE [l — & WHEANL L, AL TFHE. E2EL
BIFENL L.

(3)Web Server

B/SLEHI1EZ F i (Browse)-5 iR 55 2% (Sewer) 2 [A] 1 T —/"WebfiR 55 %%, Web
R %5 2% A2 SEIRB/S L5 A 1) OS5 . WebRS- 255N, (FA5H ik i) Ya 285K U7 i) B

PERRSS 22 FTRE, A2 T RS 4697 P om S0 R & TAE. 2 ide
BHUEIH P o RBE g2 dke 7 on W24k, B AT LAV o) Bl PRAR 2535 - Web R4S 251F
A —Fh R RSB, BT DR R A T8 7 i i IR 45 25 v (1) S R e — e, A
RAMS T ILEWARES, AT RENT . WebRSA1EN % il RS
R Ay, ARG VA S PR A R

Web Server [ 1 FH 2 12 52 901 Wi 25 (1) T 171175 sk 4% 21 16 5 1) 00 1 -4 I [l 4% 25
PSS . B Internet (K] & & LA e F P2 Xk Web I ZE K ()42 5, Web Serve X3 (78
HVEREE AR KT B ©FEES N AR T iE R, X rIEWebI i
HIETE & I REHAT, ARENRRSEIRENEDER . ARKNRSKFER
R Web Server2 AR, HEFATIEERA KKER, H2ILLIKThRERK
FEA—F. W EASEITHURLRIES WebiR & #5185 KE R, REAET IR A
SCAFRETE F HTML)EAT TG A, T A] LUR 28k U I F A fEWeb 1T i
HEERAS UM, AT AR ARG ARG LR N - BT iR pE B R T, B 2
HIHHAEWeb 7 s _E AT A SO AN SO B 0 T

3.13 AGiERIg T

MWEARARENE, ARFGEZREFEWENE G 2 MR 162 b E e
PP 2 BINREREE, 5 G20 0 B 5 ) BN 28 =T ThRERLLR .

4
A
HEM = 25
HWRG
= ]
£ B R
[

B 3-1 MEMREHERGHEEE
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3.2 ¥t
3.2.1 {RHIFH &I

MEA 2MPRH T (2REFR &5, 9335 Tl 6 et
B, RN AR B BRI AUA 3 FOARFEAURH P I Thee. FEAE
M7, WHIReAT .

W AR = ThRE

s BAA: WERBLITUERERN—LER.

B AERER: WEVUARIGEE ATES .

MEAGER: WEIIUAGEHERRMIFEAS.

Thee s B 3-2 Bios.

e
el TRy

ZER B nak

Bl 3-2 YA BT peSs )

2 A = EL T RE

(G A& E: WTUEREHN—EER.
ERVENGE R AR SRTUEREMNITEHARGER.
BRAEERER: TUBFEAZSHRARGE.
MEAEES: TUEEEHEARMIFEAS.
FPRZEARA BT & G n) DA BT 2R, $RACIT .
AR EWHE: SR UHEERIFMHER R, RITH,
MEFEITRER: SRTUESR A KBTI R,
A E P A DN ETE R4 STii BRI A
EEHIE: &R ES IR R iR R .
Theegs kb 3-3 Bios.
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% 3E RFWI

£ RFRER
| | |
\L J/ W \l/ 4 W J’
F P 1 i B s iT iT i
L] 44 g it % 5 H# 7
= 1= = 2 Hl fil <3 HR 1
B B i o+ % = E i i#
] 3-3 £ BUBLELTh Ak 25 # 1
T AT

(s B EESINERGE RN, S-SR .
HHEAERER. EESRER AR, i85 MR .

W ASEH: EELIHEASHRM. MBS

Mg RlE . FECHH A E R RR RS MER, HABRREF .
A, RSP RAESHEZ, TR B SOERES .

e H R EH: EELIRSREENFZ.

Ihee g E &l 3-4 Frs.

JF & EEL
r y v v v v
|| B 2 il # Uz
5 g # p % &
s |B| |® & & 5
g | & | | = s s ]
B 4
M 3-4 JE &R
3.2.2 IR EEF IR

RYE R GBI ZE et 45 R, TRV R, 2500 i P B RS R R.
FIERR. BHAFEER. WHRFERR. HEAEEBRA KRN T:
HPEERAERER: AR P MEEAER.

15



BT RO R R

HEERR: HRAFBOIEFE R
BYRERE: ARAFEERER.
WHRERR: ARG BER.
PEAEERR: HRFEHREAGHNER.
RAVEHE L5 -

£ 3-1 HAEBRR (User)

FEBRA Hhm R KE ik
UserID int 4 N S
UserName varchar 50 M D
UserPwd varchar 50 FH P &4
Email varchar 50 F iR
Phone varchar 20 M ERR 16
Name varchar 10 F P ESE k44
IDCard varchar 20 FP SHAmE
UserSex varchar 2 FH P
Grade varchar 10 FH P BUR
®3I2VFERER (car)
TR | BRRE KR ik
CarID int 4 PRI,
CarName varchar 50 IREAIR
Leased int 4 CALZESE
Remnants int 4 T SRR
Stock int 4 EEE
Price int 4 H ALY
Description varchar max LSECN
ImageUrl varchar 20 TR 4
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R 3IIEHHFERBRE (Driver)

FBA Hoi R KE ik

DriverID int 4 PR, 8

DriverName varchar 10 L A e

DriverAge int 4 B AR

DriverPhone varchar 20 B0 L

DriverEmail varchar 50 Z 1% [ Email

DriverSex varchar 2 0

DriverAddress varchar 50 L JAREDE

Experience float 10 kg

Driverlmage varchar 30 BL R E

Idle varchar 10 2= PRPRAS
R34 FEAEEER (News)

FBA Hm R KE EiizBo

NewsID in 4 iR,

NewsName varchar 50 0TI A 44

Newsneirong varchar max FrEAEANE

Newsclick int 11 il A R

Newsdatatime varchar 50 B iE & kA B
* -5 MBI RERR (Order)

FBA Hm R KE ik

OrderID int 4 FrRiR, b

CarID int 4 R B RN CarlD

DriverID int 4 20k i 5 Bl %] B DriverID

OrderNUM float 50 RS

UserName varchar 50 M P& x4

Name varchar 10 P HSE A4

CarName varchar 50 L

LseaeDataTime varchar 50 FZEH#

LeaseDay int 4 MR

17
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ReturnDataTime varchar 50 ZEAR AL H 3
DriverName varchar 10 2 kA
CarImage varchar 50 RER A4
Returned varchar 10 71 VAT
Price varchar 10 4 H ALY
Adopt varchar 10 A
3.3 /h&;

AEIE T P RN Bk, B T ME SRR s MR
R RN AR T S, REWMITEME. RERITTRHET BS
(Browser/Server, W %ia%. fRgF#%) B, B/S Bl R AL ZIaAT4Ed Hisk
fafE, BESERAFKIAGR, WAFERHTT, AR KN T X ) A 1E 3L R
. RAVOHBRNGE TRl MERSR, FEMEHEABR., i8R
R TR AR T 2 L N P B B R AR A T B AR Y H P B
BRI, FFegtscit THEIRER P EEAFER. RERFRER. BRARFE

. TBREERNHE A ERE L.
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£ 4E RESLIAE @R

4.1 s BTN RESK I

il &

EEENEERE F RS EESTREH 2012-5-20-16:506

JERETERMEE RTINS 2012-5-9-19:46:54

TEEFRRRND: 45 ARMBTREERTT 2012-5-0-19:4551
ERgH

BEER 54 2#
Mitorz 100 o
Mitort 100 0
Mifo1o 100 1
Mitoos 100 0
Mitoos 100 0

B 4-1 JiF B RS B I

AP

tH: @8

wt

P 4-2 i 213 AR ER S P
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TR RS R AR

wEeNs: | | Bz

B oK)

Mool

B 4-3 Y B i fE B aE T

4.2 & RIEERE RSN
421 S EBT

2 RN R FEAT S0 Bl , £ RS GRS A NN ;2 i s
B FE R 107 i BEAT LR o 5 8 i 50 Uk W4 2F A\ Default.aspx 3 T, W1 %
W B [l B E sk o, I B BRI E R -
xERTMETES ]

BRFW , AFRESEBEER !

L=

B 4-4 TFRRWE R

SqlCommand command = new SqlCommand (“select * from [User] where
UserName=@UserName and UserPwd=@UserPwd”, connection)
command. Parameters. Add(new SqlParameter ("@serName”,
userName. Text)) ;
command. Parameters. Add(new  SqlParameter ("@UserPwd”,
userPwd. Text)) ;
T S 42 B RS R ) -

20



54 B RGESLHUM A U R

Response. Write ("<scriptralert( & F KW, H /4 5k % 15 5% !
’)</Seript>”) ;

% i L -

string UserName = userName. Text;//H{UserName

FormsAuthenticationTicket t = new FormsAuthenticationTicket (1,
UserName, DateTime. Now, DateTime. Now. AddMonths (3),
false, UserName, FormsAuthentication. FormsCookiePath) ;

string encTicket = FormsAuthentication. Encrypt (t) ;

HttpCookie ¢ = new HttpCookie (FormsAuthentication. FormsCookieName,
encTicket) ;

HttpContext. Current. Response. Cookies. Add(c) ;

Session[Constants. Sessionuser] = UserName:

Response. Redirect (“Default. aspx”) ;

7= cookiesIF B ASessionid X B E B -
I FARA)G, WiFE2 THERZE, 1TRES. I HREIEAEED 8.

422 EEEEERIN

EMHEPTUAERERFAER. BREAGR. FEAE%. XEFMAGER
HAEMNELN A ESLIEEERER.

4221 FMA P ERHFMESER
M P HEREES W EH NG R EEIIREE, FTUEEEHINEARE
o
EFiEE
F42: Mool

Bift: 100 7o/%

(&3]
H

#E8: 9

i
Mistoo1

K 4-5 FHifls B EHEE
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4222 ¥MARERRAEEEE

FENH P AR — A A A R E BRI, fTUAFRSTES R MG
H. BB SEEAEFETERRNGS . e, T B, Hal. FRHIRER:kL
1% .

4223 FMARHEAEEE

FEMHE PR E T EETEASRThEE, TUEEESEIHEAS. B
A R B R RATKE R, B A S T DAE N ST RS T E A S
HARNZ .

423 THEEREI

SN EERE, HRPICRSHANERRER S, I URATI BEH
AT BB B

4.2.3.1 FAE FEiH

RS B RERIR, RvrEihs AR, MRE
WA 2 PR, —RERAMBEERMATESE AN, HH R
M AC R A B .

i gy T

et

—a —

ZE 32 Mhito1o

B {jy: 100 /%
#8: 101
it
iyt
EE a1+ 5 @ =
HzEFKE
| EiEE BE

B 4-6 < G 57 B AR A AR R SE BRI
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I R R HUUZE Order %5 AMIEZET: Driver B9 % “F”,
ZE I ] H 2R SR BN = i) 4 M i 1]

REJR 7 BlRadioButton2 h 75N, RERFANE, HEFRNIME, Br
DL FF AT AERER] B

IEFEAC IR FIHLZE B A Order RN ZRBUH & FERI RIS K&, 7E Order &K
HEAXINAE R, UW: DriverID. DriverName %¢.

2
F 3¢ filifoio
Eif: 100 7/E
RE: 101
714
s Miftoo10

EED: @
5E #E
7 Mirtoo1 40 40 g | i

B 4-7 < B AL SRR =] HLD) RESE B

T 2 T O 1) A B R
B JEELR Driver 38 1025 3 i 1) 25 RPIR A MO8 1Tk
string Driversql = “update Driver set Idle=@Idle”
+ ” where DriverID=@DriverID”;
/¥ sqliER]
new SqlHelper();

SqlHelper dbDriver

DbCommand commandD
dbDriver. GetSqlStringCommond (Driversql) ;

commandD. Parameters. Add (new SqlParameter (“@Idle”, "1

i%7)) ;

KSR car T B F) KRR OB QA

string carsql = "update car set Remnants=@Remnants, Leased=@lLeased”
+ ” where CarID=@CarID”;
SqlHelper db = new SqlHelperQ);
DhCommand commandl = db. GetSqlStringCommond (carsql) ;
commandl. Parameters. Add (new SqlParameter ("@Remnants”,

23
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Remnants)) ;
commandl. Parameters. Add (new SqlParameter ("@Leased”,
Leased)) ;

BeJa A RATIX LIRS BB AT Order KR

string connStr =
ConfigurationManager. ConnectionStrings[”db1”]. ConnectionString;
string sql = “insert into
[Order] (OrderNUM, UserName, Name, CarName, CarNUM, LeaseDataTime, LeaseDay,
ReturnDataTime, DriverName, Adopt, CarImage, Returned, Price, CarlD, Driverl
D)~
+ “values
(@0rderNUM, @UserName, @ame, @arName, @arNUM, @LeaseDataTime, @LeaseDay,
@ReturnDataTime, @riverName, @Adopt, @CarImage, @eturned, @Price, @arlD,
@riverlD)”;
SqlConnection connection = new SqlConnection (connStr) ;
SqlCommand command = new SqlCommand(sql, connection) ;
command. Parameters. Add (new SqlParameter ("@CarImage”,

CarImage)) ;

command. Parameters. Add (new SqlParameter ("@serName”,
UserName) ) ;

command. Parameters. Add (new SqlParameter ("@Price”,
Price)) ;

command. Parameters. Add (new SqlParameter ("@CarName”,
CarName) ) ;

command. Parameters. Add (new SqlParameter ("@ ame”,
UserName) ) ;

command. Parameters. Add (new SqlParameter ("@CarNUM”, ”
X1

command. Parameters. Add (new SqlParameter ("@0rderNUM”,
OrderNUM) ) ;

command. Parameters. Add (new
SqlParameter ("@LeaseDataTime”, TimeNow)) ;

command. Parameters. Add (new SqlParameter (“@LeaseDay”,
LeasedayTextBox1. Text)) ;

command. Parameters. Add (new
SqlParameter ("@ReturnDataTime”, ReturnDataTime)) :

command. Parameters. Add (new SqlParameter (“@riverName”,
RadioButton2. Checked ? “” : DriverName)) ;

command. Parameters. Add (new SqlParameter ("@Adopt”, "7

k")) ;

command. Parameters. Add (new SqlParameter ("@Returned”, ”
KE")) ;

command. Parameters. Add (new SqlParameter ("@CarID”,
CarlD)) ;
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command. Parameters. Add (new SqlParameter (“@riverID”,

DriverID)) ;
connection. Open () ;
command. ExecuteNonQuery () ;
connection. Close () ;
Response. Write ("<scriptralert ( FHZERLIH!
> )</Seript>”) ;

RAGMARGE, MEEW, N L2 RERERNER, EWER,
2R, BHEM, EAPURE, RERFE. FEHENEBRGMHERY, HRE
B M2 B iHE B BIFBURAN . B RAE GRS h B R TH . WA
i EA e E, BT L.

4232 A%

BEN, RESEIREERRAMNREIEFLEEZRITIESE, &HRHE,
FFRAZ —MNETEHIES B 5 RARYE P IS TR DL TR R B SO I
LAR A P I G2 TR S -

HFEE

25 2012510103435513 5550818 5550818 ?;4].;]:‘-{ a0

it aa:
10 o 20125/10/103435 < 5 R

B’ 4-8 25 LT B LB

4233 APITHEES

M4 O PR R A CHLIZERIT R, XS R EARE T I FE S ARE, @
e T RGN HFHARE R

String UserName= Convert. ToString (Session[Constants. Sessionuser]) ;

SqlHelper db = new SglHelper();

DbCommand command = db. GetSqlStringCommond ( “select * from [Order]

where UserName=@UserName” ) ;
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command. Parameters. Add (new SqlParameter ( “@UserName” , UserName)) ;
DataTable table = db. ExecuteDataTable (command) ;

GridViewAudit. DataSource = table;

GridViewAudit. DataBind() ;

VA B B P % P 4a AR FE TS 5K Order 3R 31 H P HOT B3%
#it, IF8PE | Gridview .

TEEE
FRAMITE SREmiTE 25i7% |

EEHH HE F&

26 201252017123357 5350818 5550818 %.Tf 0 & 2012/5/20/17:1:23 210713‘320 FiL FET

B 4-9 & WA 515 1T A B SE L B

4.2.3.4 A PITREUH

VEM P A AU AR L3 R 4 2R GROE L B AR LT Bk B B R R

26 201252017123357 5550818 5550818 f."l;f sl

10 & 2012/5/20/17:1:23 Srotos F 3

P 4-10 < 53 1T HEUH B SE L

4235 SRTERE

VM B ZER T2 T IR T W, FTUES RIEER RIS, S
EH AN, MAELEZ, WAKXREPHERTZET . ST EHE R
M2 REER .
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'ggf 2012/5/10/103435 020 g

it :
1 10:34:35
#

25 2012510103435513 5550818 5550818 i

(==

Bl 4-11 & RS ZEERSSEHLE

43 BB REEERII
43.1 KB FHEHLU

WEEMAZRR, MENKE, FfE, O, B, BARE, EFEHEA.
ASIEY), e HOUE AR 5 R U .

# G

1 = w]
B ETTIr) | HIALEEE | |mEEE | APER| [VaERH |
EE:
iR
=8
2
it |
BRI | BEAT 1B : B EEER Aipg « gif « bmp s
jpege
B
B 4-12 FeAn B A= se L
Kl Ry b B R AR

string fullfileName = this. FileUploadl. PostedFile. FileName;
string fileName =
fullfileName. Substring (fullfileName. LastIndexOf ("\\”) + 1);
string type =
fullfileName. Substring (fullfileName. LastIndexOf (”.”) + 1):
if (type == "jpg” || type == "gif” || type == "bmp” || type

27
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== " jpeg”)
{

this. FileUploadl. PostedFile. SaveAs (Server. MapPath ("" /up”) + "\\” +
fileName) ;
this. Imagel. ImageUrl = 7 /up/” + fileName;
}

else
{
Response. Write ("<script language=" javascript’ >alert(
B kg AR 7 ) </Seript>”);
}

432 ZERETRLI

CERCEMNE R, SEMATERMMESRE, S4B RERDL

EAEE Er ) (wALEEE|  (wxER  (RPEE| AERE

&5 X& Bioux) 2% AE BE 0 6

iz EE 2 Miztoo1 100 00 98 2 Mitoo1

P 4-13 ZEtis # s g

I BR Th e fB A UG :

string id = e.Keys[0]. ToString() ;//3k5 5%
string sql = “delete from car where CarID=" + id;
SqlHelper db = new SqlHelper();
DbCommand command = db. GetSqlStringCommond (sql) ;
db. ExecuteNonQuery (command) ;
bindGrid() ;

G R AR -

string CarID = e.Keys[0]. ToString() ; / /B
string CarName = e.NewValues[”CarName”]. ToString() ;

/ /IR I 4R
string Price = e.NewValues[”Price”]. ToString() ;
string Stock = e.NewValues[”Stock”]. ToString() ;
string Description =

e. NewValues[”Description”]. ToString() ;
string ImageUrl = e.NewValues[”ImageUrl”]. ToString() ;
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string Leased = e.NewValues[”Leased”]. ToString() ;
string Remnants = e.NewValues[”Remnants”]. ToString() ;
string sql = “update car set CarName=@CarName, Price=@Price,
Remnants=@Remnants, ”
+ ” Stock=@Stock, Description=@Description ,
ImageUrl=@ImageUr]l , Leased=@Leased”
+ ” where CarID=@CarID”;
/ /¥t sqliER]
SqlHelper db = new SqlHelper();
DbCommand command = db. GetSqlStringCommond (sql) ;
db. AddInParameter (command, “@ImageUrl”, DbType.String,
ImageUrl) ; //#sinz$
db. AddInParameter (command, “@CarName”, DbType.String,

CarName) ;

db. AddInParameter (command, “@Price”, DbTvpe.Double,
Price) ;

db. AddInParameter (command, “@Stock”, DbType.Double,
Stock) ;

db. AddInParameter (command, “@Description”, DbType.String,
Description) ;
db. AddInParameter (command, “@CarID”, DbTvpe.String,

CarlD) ;

db. AddInParameter (command, “@Leased”, DbType. String,
Leased) ;

db. AddInParameter (command, “@Remnants”, DbType.String,
Remnants) ;

db. ExecuteNonQuery (command) ;

GridViewl. EditIndex = -1;
/ /BUE GREEIR A

bindGrid() :
433 B RAEELI

HY AR L
PSR REAER, SEEH AN, Fik. A, i, Email,
fEhE, BRASER A .

29



TR RS R AR

k2 | EBRXH | =ERETH
R

Bl 4-14 2555 545 B L AESLHL

434 iTREEITM

MRYE A P IRACHI BT B8, AR, MR E bR R e, ATl .
ANETRAL T T BT S MER I DI RE, AER— LR IE R BT AR
M 5

[EaarTz] (Faiumiie

Ells s LA
201252017123357 5530818 5550818 | ° 10 ® 2012/520/17:123  C 0 no0

i
b
=
(=4

&=

Bl 4-15 iT R EHE LA

434 FEAEEELI

T P oy B R U B D ST P S R R A R AU AR R, AT T XRT B A EAR L A
BEMPMNES, JFFHEEHEAS LR, EAsE A & H R IRBGR G S i M .
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FiaE: |

FEnE

| #% ]

&l 4-16 B & & LA

iR

ERIEE PENEEEAREETRSSELREEART (X TS RNOANE AP TRNEI8M) . BNERS
FRENMAAR. BEFMLID, SEMESHWT EFTTE, FREMT TEEW: <br> BRI, ERFREHET

B L% ARARSTRED . AREREESRRNARES ARE-DeSARIREENARNFES: ARBMARL BE | OUF
B D) ENscEDIR BUneED, SEABRMERS: REEML MMEERNTG, BEGAR, BAEER 78 O O
G BN FRETHOEREA. BRTE BRSEHARERN -DRERRRERA, EONEELR. HER-THN ‘
. R .
&
G
B 4-17 i 2 S G BERSEBLE
435 AP EREERY

HPE REEMR R LEE, FE AR LOEH P E RS
BSH P AR, R MIER—L4RIE R 5.

E G

[mwaEE | [k &EE | e [mPEH | [1mw |

i
Wi

E
=i

s
i
i
s

i
Ed

admin admin admin@126.com admin admin
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4.4 o) RRER
4.4.1 HAK[c)R#

4411 FMAR

F P R AW P 2R A, HEE R RS . X ERAR
F T Visval Studio 2010 [ 5 EAHCus tomVal idator H & X KHIE, ZKIEZE;
BB EE . T3 AN RAEE I AE — AN SUARHE R — B I AR AR () Display J& H ik
J3DynamicibABA IR EAS HALE
H P 2 AR AR RS .
string UserName = args. Value;
string s =
ConfigurationManager. ConnectionStrings[”db1”]. ConnectionString;
/R %
SqlConnection connection = new SqlConnection(s) ;
connection. Open() ;
SqlCommand cmd = new SqlCommand (“select Count (*¥) from [User]
where UserName="" + UserName + ”°”, connection) ;
count = Convert. ToInt32 (cmd. ExecuteScalar()) ;
connection. Close() ;
if (count > 0)

{

args. IsValid = false;
}
else
{

args. IsValid = true;
}

R4S S S ERS A BBk, AR 0L, ArsEHE A
\wt ([—+.” I\wH) *x@\w+ ([-. ]\w) #\. \wt([-. ]\wh) *, BHiEREA
\d{17} [\d|X]|\d {15} .
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ARE: | LRESRPEET
EB: | HAAS

EETH: | LAESHAEBHAT—R
Email: | P AE S L T RS
fiE: | HRES

EXpE: | HARES
#e8l: &8 Cx

SE: | RS 0\ I WA 8 R
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4412 FEEER

fE EARRE R B SR E RN E AR R, BRAHRAZR, X RRAE
T RGN R E dr 4% B i SRR TR R SCIERTT T8 PR AR A7 1% B (A

XFHihl, PAEECH
try
{
string filePath = null;
/ /UL 24 a i EME U R ) 48 A B A SO e 42

string modifyFileName = DateTime. Now. Year. ToString() +
DateTime. Now. Month. ToString() + DateTime. Now. Day. ToString() +
DateTime. Now. Hour. ToString() + DateTime. Now. Minute. ToString () +
DateTime. Now. Second. ToString() + DateTime. Now.Millisecond. ToString() ;

/ /3R P R R

string uploadFilePath = null;

uploadFilePath =
System. Web. HttpContext. Current. Server. MapPath(”. ”) + path;

/ 1 3RAB A _EAR B B/ AR

string sourcePath = PathToName (PostedFile. FileName) ;

/P AR R A

if (sourcePath == "7 || sourcePath == null)

{

//message ("fEEH LEEF! 7);
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return null;
}
/1R R4
string tFileType =
sourcePath. Substring (sourcePath. LastIndexOf (7. ”) + 1):
/ /348 FARSCAREI R
long strlLen = PostedFile. ContentLength;
/ /G fi SO VF AR A A K
string[] temp = fileType.Split( |’);
/BB AR SR 2 A VRIS K
bool flag = false;
/ /FIWt LA AR
if (strlLen >= sizes)

{

message (" AR SCAFARERT” + sizes + "KBY);
return null;

}

/ /PN AR B SCAF R TR R AR RS K

foreach (string data in temp)

{
if (data == tFileType)
{
flag = true;
break;
}
}
/IR E RV AR, R R A%
if (1flag)
{
message (" H TR R CFFHIK A" + fileType) ;
message (" SCAF _EAEAR TN ) ;
return null;
}

System. 10. DirectoryInfo dir = new
System. I0. DirectoryInfo(uploadFilePath) ;
/ /AW SRR AFAE, AA7AE N 6
if (!dir.Exists)
{
dir. Create() ;

}
filePath =uploadFilePath + modifyFileName +”.” + tFileType;

PostedFile. SaveAs (filePath) ;

34



54 B RGESLHUM A U R

filePath = modifyFileName + ”.” + tFileType;

return filePath;

}

catch

{
/I E
message ("I RFFTIR! 7) ;
return null;

}

4.4.1.3Gridview ¥4 4RiE. MER. HIFFRE

Gridview =1 R AIRR I P FH fe 2 942 4F i ELAE A P HH a8 2] il jL A 22 1Y)

BfF, AR, HhgiE. MR, HEP BT E 6.
Gridview = {1 o G AT S R 1%, FRAEJE 1% TP XU RowEd i ting Hi I 448 A

R, FIEEMBRFAHE A —F .
GridviewfZ P e H BT IhEE, — I B/R KZHIN AR A K, &40
TR ERE BB IEE R L ER X B E KRG Page IndexChanging & 1%,
JFLEGridview/d tE B INF . AR A .
{PagerTemplate>

ELIES

{asp:Label ID="LabelCurrentPage” runat="server”
Text="<%# ((GridView)Container.NamingContainer).Pagelndex +
1 %>"></asp:Label>

/3

{asp:Label 1D="LabelPageCount” runat="server”
Text="<%#
((GridView) Container. NamingContainer). PageCount %>”></asp:Label>

i

<asp:LinkButton ID="LinkButtonFirstPage”
runat="server” CommandArgument="First” CommandName="Page”
ForeColor="White”

Visible=" <%# ((GridView)Container. NamingContainer).Pagelndex != 0 %>’ >
B </asp:LinkButton)

{asp:LinkButton ID="LinkButtonPreviousPage”
runat="server” CommandArgument="Prev” ForeColor="White”

CommandName="Page” Visible=" <%#

((GridView)Container. NamingContainer). Pagelndex != 0 %>’ > E—T1
<{/asp:LinkButton>

{asp:LinkButton ID="LinkButtonNextPage” runat="server”
CommandArgument="Next” CommandName="Page” ForeColor="White”
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Visible=" <%#
((GridView)Container. NamingContainer). PageIndex !=
((GridView)Container. NamingContainer).PageCount — 1 %>’ > F—T1
<{/asp:LinkButton>
<asp:LinkButton ID="LinkButtonLastPage” runat="server”
CommandArgument="Last” CommandName="Page” ForeColor="White”
Visible=" <%#
((GridView)Container. NamingContainer). Pagelndex !=
((GridView)Container. NamingContainer). PageCount — 1 %’ >R
{/asp:LinkButton>
Lz )
<asp:TextBox ID="txtNewPageIndex” runat="server”
Width="20px” Text="<%# ((GridView)Container.Parent.Parent).Pagelndex +
1% /W
{asp:LinkButton ID="btnGo” runat="server”
CausesValidation="False” CommandArgument="-2"
CommandName="Page” Text="G0” ForeColor="White” />
{/PagerTemplate>

PageIndexChangingfil & ZE{f P AL
// BENZEA
GridView theGrid
int newPagelndex = 0;
if (e.NewPagelndex == -3)

{

sender as GridView;

// Bt T Got 'l
TextBox txtNewPagelndex = null;
GridViewRow pagerRow = theGrid. BottomPagerRow;

if (pagerRow != null)

{

/ /183 textiEfF
txtNewPagelndex =
pagerRow. FindControl (“txtNewPageIndex”) as TextBox;
}
if (txtNewPageIlndex != null)
{
// BB %5
newPageIndex = int. Parse (txtNewPageIndex. Text) — 1;
}
1
else
{

36



54 B RGESLHUM A U R

// Rk T HABR IR
newPagelndex = e.NewPagelndex;

}

/ /B BB R G |

newPagelndex = newPagelndex < 0 ? 0 : newPagelndex;

newPageIndex = newPagelndex >= the(Grid. PageCount ?
theGrid. PageCount — 1 : newPagelndex;

/ /32 BE

theGrid. Pagelndex = newPagelndex;

/B E

bindGrid() ;

4414 EBEEEEE

ZEVVHI R R 3R K2 P B R — R ENEESERMAE
1], BT AR T —ANRj SRR ThRE, SEILX @44 A OB f) B R, 38R
W BB PERAT Vi ), AR WEERE H “Like” AR “=" REMMESHE
FBE RS PR T WmEES . BEHEEDT:

£ textbox HE BB 7 s iR R f i Al kT~

string varrid = null ;

try

{
varrid = TextBox3. Text. ToString() ;

}

catch

{
Response. Write (" ANZELZ T ixigiR[E] ! 7) ;
Response. End () ;

}

Response. Redirect (“carmodify. aspx?CarName=" + varrid) ;

fEcarmodify. aspx W[ KA Istring key =
Request. QueryString[”CarName”]. ToString () ; IRERIA T if& 1t keI =%,
SEHL I RS S .

4.4.1.5 5% . A PIEIE R 5403 B K& i a4 R

BT EEME P B E B4 e ME R SR B, Bl 340 H e
AR SR M), WA SR R AT P RUCANE, Bk & I P A
WMHF, IEEmATFEH AR, SHERENHERTG GBS, 56
FAERTE F P ERRE B G, R A AR 0 R FEH P A S B AR PR 0 L A AR 1 F P A
e o .
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BAeEfMER: H P& ERAINH P 2SS, IEflHds
Session[Constants. Sessionuser] = UserName;

T MSession[Constants. Sessionuser] = Null;

5 5 B O B G AT 4% RS RS I EL A W B A PR 2 75 B BE AR
A BB R, BRI G103 Session[Constants. SessionAdmin] =

userNameTextBox. Text: 5 MSession[Constants. SessionAdmin] = Null:

U AL BB )% B 2 18] J5 & fEadmin/ 4% R B R A B fEPage Load B
TSGR .
if (Session[Constants. SessionAdmin] == null)

{

Response. Redirect (.. /Default. aspx”) ;

}
W Session[Constants. SessionAdmin] == null; Bk ET & E W

ZEAMRE Bt S IR XA

if (Session[Constants. Sessionuser] == null)

{

Response. Redirect (“login. aspx”) ;
Response. Write ("<scriptralert ( iF5E5F )</Script>”);
}
FIWTH PR B R, SR B Bk 30 8 s o i R AR R P B B S AR E -

4.4.2 B8

A SRRV P IR SRS ok e B T R AR R
B 5, B R, HEJLREER. XM RREE RS HEE R SAE
B HAE . B ROE N A WAARNE N S RAT T B, A ek R T
HEIRR . FWMEEENH S . SENH P R R IR SEhrie T %,
M AAEM G EIRATEZE B, S50 B B R S AR, 7 o A%l MR 2590 B 52
5 o A AR o U 5 B R IBCAR VN P B I S I A B

4.5 NG

AEJI TRERRRE LN — L. RELI T R TIEY)
BE~ VEMT< 52 h REAET B 0 D REREHR i) BARSIEE . el R R op A R T P
Wt B EA% Gridview fEH] . ] PR Z AR T TH B, F35Mifi ek T
AEMESREAEREE, FRRTEETFEW.
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BAFNR R AT RS R EBEA S, AT R RTIITE SR
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S EMLZ IR, FRA PRI . A0 AT R T B A A7 I R — AN
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Basic Security Practices for Web Applications
Even if you have limited experience with and knowledge of application security, there are
basic measures that you should take to help protect your Web applications. The following
sections in this topic provide minimum-security guidelines that apply to all Web
applications.General Web Application Security Recommendations;Run Applications with
Minimum Privileges ;Know Your Users; Guard Against Malicious User Input;Access
Databases Securely;Create Safe Error Messages;Keep Sensitive Information Safely;Use
Cookies Securely;Guard Against Denial-of-Service Threats.
1. General Web Application Security Recommendations
Even the most elaborate application security can fail if a malicious user can use simple
ways to gain access to your computers. General Web application security recommendations
include the following: Back up data often and keep your backups physically secure.Keep your
Web server physically secure so that unauthorized users cannot gain access to it, turn it off,
physically steal it, and so on.Use the Windows NTEFS file system, not FAT32. NTFS offers
substantially more security than FAT32. Protect the Web server and all of the computers on
the same network with strong passwords.Follow best practices for securing Internet
Information Services (IIS). Close any unused ports and turn off unused services.Run a virus
checker that monitors site traffic.Use a firewall.Learn about and install the latest security
updates from Microsoft and other vendors.Use Windows event logging and examine the logs
frequently for suspicious activity. This includes repeated attempts to log on to your system
and excessive requests against your Web server.
2. Run Applications with Minimum Privileges
When your application runs, it runs within a context that has specific privileges on the local
computer and potentially on remote computers. For information about configuring application
identity, see Configuring ASP.NET Process Identity.To run with the minimum number of
privileges needed, follow these guidelines: Do not run your application with the identity of a
system user (administrator).Run the application in the context of a user with the minimum
practical privileges. Set permissions (ACLs, or Access Control Lists) on all the resources
required for your application. Use the most restrictive setting. For example, if practical in
your application, set files to be read-only. For a list of the minimum ACL permissions
required for the identity of your ASP.NET application, see ASP.NET Required Access Control
Lists (ACLs).Keep files for your Web application in a folder below the application root. Do
not allow users the option of specifying a path for any file access in your application. This
helps prevent users from getting access to the root of your server.
3. Know Your Users

In many applications, it is possible for users to access the site without having to provide
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credentials. If so, your application accesses resources by running in the context of a
predefined user. By default, this context is the local ASPNET user (Windows 2000 or
Windows XP) or NETWORK SERVICE user (Windows Server 2003) on the Web server.To
restrict access to users who are authenticated, follow these guidelines: If your application is
an intranet application, configure it to use Windows Integrated security. This way, the user's
login credentials can be used to access resources.If you need to gather credentials from the
user, use one of the ASP.NET authentication strategies. For an example, see the ASP.NET
Forms Authentication Overview.
4. Guard against Malicious User Input
As a general rule, never assume that input you get from users is safe. It is easy for
malicious users to send potentially dangerous information from the client to your application.
To help guard against malicious input, follow these guidelines: In forms, filter user input to
check for HTML tags, which might contain script. For details, see How to: Protect Against
Script Exploits in a Web Application by Applying HTML Encoding to Strings.Never echo
(display) unfiltered user input. Before displaying untrusted information, encode HTML to turn
potentially harmful script into display strings.Similarly, never store unfiltered user input in a
database.If you want to accept some HTML from a user, filter it manually. In your filter,
explicitly define what you will accept. Do not create a filter that tries to filter out malicious
input; it is very difficult to anticipate all possible malicious input.Do not assume that
information you get from the header (usually via the Request object) is safe. Use safeguards
for query strings, cookies, and so on. Be aware that information that the browser reports to the
server (user agent information) can be spoofed, in case that is important in your application.If
possible, do not store sensitive information in a place that is accessible from the browser, such
as hidden fields or cookies.
5. Access Databases Securely
Databases typically have their own security. An important aspect Web application security
is designing a way for the application to access the database securely. Follow these guidelines:
Use the inherent security of your database to limit who can access database resources. The
exact strategy depends on your database and your application: If practical in your application,
use Windows Integrated security so that only Windows-authenticated users can access the
database. Integrated security is more secure than using SQL Server standard security.If your
application uses anonymous access, create a single user with very limited permissions, and
perform queries by connecting as this user.Do not create SQL statements by concatenating
strings that involve user input. Instead, create a parameterized query and use user input to set
parameter values. If you must store a user name and password somewhere to use as the
database login credential, store them securely. If practical, encrypt or hash them. For details,
see Encrypting and Decrypting Data.
6. Create Safe Error Messages
If you are not careful, a malicious user can deduce important information about your
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application from the error messages it displays. Follow these guidelines: Do not write error
messages that echo information that might be useful to malicious users, such as a user
name.Configure the application not to show detailed errors to users. If you want to display
detailed error messages for debugging, check first that the user is local to the Web server. For
details, see How to: Display Safe Error Messages.Use the customErrorsconfiguration element
to control who can view exceptions from the server.Create custom error handling for
situations that are prone to error, such as database access.
7. Keep Sensitive Information Safely
Sensitive information is any information that you need to keep private. A typical piece of
sensitive information is a password or an encryption key. If a malicious user can get to the
sensitive information, then the data protected by the secret is compromised. Follow these
guidelines: If your application transmits sensitive information between the browser and the
server, consider using Secure Sockets Layer (SSL). Use Protected Configuration to secure
sensitive information in configuration files such as the Web.config or Machine.config files.
For more information, see Encrypting Configuration Information Using Protected
Configuration.If you must store sensitive information, do not keep it in a Web page, even in a
form that you think people will not be able to view (such as in server code).Use the strong
encryption algorithms supplied in the System Security Cryptography namespace.
8 . Use Cookies Securely
Cookies are an easy and useful way to keep user-specific information available. However,
because cookies are sent to the browser's computer, they are vulnerable to spoofing or other
malicious use. Follow these guidelines: Do not store any critical information in cookies. For
example, do not store a user's password in a cookie, even temporarily. As a rule, do not store
any sensitive information in a cookie that. Instead, keep a reference in the cookie to a location
on the server where the information is located. Set expiration dates on cookies to the shortest
practical time you can. Avoid permanent cookies if possible.Consider encrypting information
in cookies. Consider setting the Secure and HttpOnly properties on your cookies to true.
9. Guard against Denial-of-Service Threats
An indirect way that a malicious user can compromise your application is by making it
unavailable. The malicious user can keep the application too busy to service other users, or if
nothing else can simply crash the application. Follow these guidelines: Close or release any
resource you use. For example, always close data connections and data readers, and always
close files when you are done using them.Use error handling (for example, try/catch blocks).
Include a finally block in which you release resources in case of failure.Configure IIS to use
throttling, which prevents an application from using a disproportionate amount of CPU. Test
size limits of user input before using or storing it.Put size safeguards on database queries to
help guard against large queries using up system resources.You can also use the
RequestLengthDiskThreshold property in to reduce the memory overhead of large uploads
and form posts.
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HE, AMEE MNP SRB MmN L. SRR PR, B b e &
R RIEEEERIE B RRE SN .. HEFBPIEEERA, FEEL T HEN. 7
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X (WmERSHEAEH) BITRE, BAEBEREFEN T Hf . FH
System.Security.Cryptography iy 4% 2= [B] HH & A5 %) 5 I 8 59
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Ry HEE, CABE KRB BEWAER ARG R, WRIF LR E N NHET N —5 59,
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