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ABSTRACT

In many data models of secure database, the MLR model is very successful. It
introduced the concept of data-borrow successfully and solved the polyinstantiation
problem. However, it also brought a potential security problem. In the data-borrow
operation of this model, a low-level user can modify the view of high-level user.
This paper presents an improved security model to solve the problem. The model
extends the Smith-Winslett model and introduces the amendatory data-borrow
operation. At the same time, the model redefines polyinstantiation integrity and
referential integrity. It eliminates the ambiguous semantics, fuzzy query and
proliferation of tuples due to updates. Then this paper studies the problem of
inference control. It presents methods of detecting the inference channels. Also, it
describes a two-phase inference control strategy. This strategy includes static
upgrade of the seurity level and dynamic inference control. Static upgrade of the
security level algorithm can guarantee controlling inference channels with less
information loss. When the database is running, dynamic inference control
algorithm can cut off the inference channels well without efficiency decline. At the
same time, the paper studies covert channel control. It introduces the taxonomy,
identifications and resolvents of covert channel briefly. With the advantages of the
information flow method and covert flow tree method, this paper proposes a covert
flow diagram method and gives steps of searching the diagram. According to the
various theories, a multilevel secure DBMS is designed and developed. The result of

our experiment shows that the theory and algorithms are correct.

Key Words. Security Model, Multilevel Security, Covert Channel, Inference

Channel, Dynamic Inference Control
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5.4

STRUCT Function_Constraints
{
INT Num;
LeftType left;
RightType right;
INT selectionFlag;
CHAR selection_control[128];

Il
/i
I
Il
I
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(1)

INT k=0;
for(INT 1=0;i<100;i++)
{
Path[k].num=1,
Path[k]— head. Tablename= Ference_Cong]i].Ferencing_tablename;
Path[k] (I head. Attrname= Ference_Cong|i].Ferencing_attrname;
Path[K] (1 head (1 next=NULL;
for(INT j=i+1;j<100;j++)
{
INT m=i;
I* */
if(Ference_Cong[m].Ferenced_tablename==Ference_Cong[j].Ferencin
g_tablename
&&
Ference_Cong[m].Ferenced_attrname==Ference_Congj].Ferencing_at
trname)
{
=,
Path[K].num++;
I* */

Ference_Pathnodes * p=new Ference_Pathnodes;



p.tablename= Ference_Cong|j].Ferencing_tablename;
p.attrname= Ference_Cong]j].Ferencing_attrname;
pLnext=NULL;

I* */
Path[K] [1 head (I next=p;
}
}
I* ;
, */
for( INT i=0;i<100;i++)
{
if (Ference_Cong|i].Ferencing_tablename==Path[K] [ head. Tablename
&&
Ference_Congli].Ferencing_attrname==Path[k] (] head.Attrname
&&
Ference_Congi].Ferenced_tablename==p.tablename
&&
Ference_Congli].Ferenced_attrname==p.attrname)
k++;
ese
Path[k] [0 head=NULL;
}
}
(2)
STRUCT KeySet
CHAR TableName[64]; I

CHAR AttrName[128]; I

57



INT Key[128]; n

Il 128
STRUCT KeySet * next; I
b
int DynamicControl( char AttrNamef])
{
KeySet *p=Khead; Il

while(p!=NULL)
{ if(strcmp(AttrName, pd AttrName)==0)
{ for(int i=0;i<128;i++)

if(pOKeyl[i]!'=0) I
break;
if (userSec>=Keyl[i])
return 1; /A0
dse
return O; /110
}
phyEext;
}
return 1;
}
5.5
- 5.5.
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: DFSearch(int Start, int End, String Path) /*Start

» End + Path */
{1} for(i=1; i<=NodeCount; i++) //NodeCount
Il
{2} if NoEdgeBetween(Start, i) I Start i :
then continue; 1
(3) if Repeat(Path, i)>=REPEAT Il
then continue; Il REPEAT ,
I
{4} Path = Path+Edge(Start, i)+Node(i);//
{5} if i=End then I :
1
(6] show(Path); I
{7) else
(8)  DFSearch(i, End, Path); " :
1
5.1 4.1 . Ds {(D)4(User)} -
(D)2(C)3(User): (D)4(C)3(User)}: G {(C)3(User)}« ;

S,
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6.1

(3)

(4)

MLR

Smith-Winslett

Smith-Winslett

ESW

ESW
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6.2

62

{ Role-based
{ OODBMS.

Access Control, RBAC .
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