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ABSTRACT

ABSTRACT

The spreading speed of internet was fast in the past 15 years, and it was reported
that the number of netizen increased 33 million, from 100 thousand in 1996 to 33.8
million in 2008. Now people have been accustomed to exchanging message or dealing
with affairs by the carrier of intemet. The applications based on internet are various,
such as e-commence, chatting, e-mail, blog and so on. However, there are many security
risks in the complex network environment. In order to management network
environment effectively, some software such as network monitoring system, intrusion
detection system, and firewall software appear.

Whether various applications based on internet or network security software
mentioned above, they always relay on bottom packet capturing. Network packet
capturing plays an important role in the rapid development of network field. Especially,
the faster speed of network leads to high frequency of NIC interrupt, low speed of
packet processing and packet loss. These factors above can impact on the performance
of upper system. Now many scholars research on how to capture packet efficiently.

On the background of Enterprise network monitoring system, we relay on the
broadcasting feature of Ethernet to capture packets. How to improving the performance
of capture in high-traffic network environment is our focus. First, we introduce normal
packet capturing method in Linux, and then model the process of packet capture to find
out the factors which impact performance of system. According to these factors, we
introduce some improved technology and choose zero-copy to implement our system.
At last we build testing environment, and test the performance of the system by
different length packets and different transmit speed.

The implementation of efficient packet capturing system is based on a memory
mapping interface, which is provided by kemel. Our main work emphases on three
important parts. The first one is to modify the source code of NIC driver and put packets
into pre-allocated kernel space; the second one is to design data structures which make

the communication and synchronization between NIC and user processes; the last part is
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to provide a programming interface for application programmers. In the future, we will
design a simplified protocol stack working in user space to improve the function of

packet processing.

Keywords: Packet Capturing, Memory Mapping, Device Driver, Network Monitoring
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SRR HEPEE-NRP T RAEMEE (vkvm_rx_busy FAFIRIEBEL)
B Pl XA BT B R . FERDIRAL IR (R, R P REFFARSE E AL AN
ERBIELEW (ykvm rx_desc, ykvm buffer %) & H ykvm_rx_free BASI R
data_buffer R oL, F P HERZARAE oS U A 6.

ykvm_rx_desc_ring

rx_prod

ykvm_rx_busy ykvm_buffer

rx_cons

buffer{1520]

rx_prod_bseq
desc_buffer]YK_NUM

buf_in{520]

ykvm_rx_free

_ /
ykvm_rx_desc_ring / buffer[1520]
rx_prod buf_in{520]
rx_cons

rx_prod_bseq

47 SESENR ALK
4.2.2 £ZEMEXHPRENSE

BT LR P AHEESWEARRAAFAE, RITRA linux PERGE
mmap WS HUEIEE P RS PO 7 22 (RIS BUFE P P P2 8D, b 25 ) L A P R
Fike .

—FRER P AN SR BT AR, THE-FREARZ R EN
K374, £HPZRARLEEPR MR AR T U— RSP K ENE
WX, BRETHAAZENAETEREIIEERIS, FEETIHRAR
H, DMA Fkifi, FURNEREEARERBRY —KMIEBRETR, KIHH
AR TR, RETEHE TN AR RARS . FK DMA FHEGE
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WF BHR ST 2L R

BFBE NGRS HERUN R £ 18 2 Rk V7 i8] .

H—HARREARZASEEZEMX, KATTURA linux BARHR
mmap R EFERENX SHAFZRIBY . ERCENBORBEZFAE, EHM
ARFIFEIEE. FTERITTRAZER XK ST EARFEE.

M ERX P DMA &SRR, RATTUXRAIIFHARRB —KA
BEETE, BFHEBARP, REETAA ioremap() LI A #% 2 8] 545 = (6]
BRst, B P (A 4 A R T U AF ) mmap(). (B2 IXFh it T inEk s R
BAELI, REASERREFIAKOER, FUFNEER.

RAVEH ZBIAMENGTEHE AR, get free pages BEATLLHREXK,
BEIEFEEBEINTFRIENEK, get free pages FHEE HERMAIAFEHE, &
HHATRMHIE, RESRMZ KT 128K, FHATR BRI vmalloc()3RLEMN
X, SRR X R B s it R ANELER), ER N R R IEEH.
Frelst Tk iEo, WEEAZEmXE A TR R R R RS RS
# remap pfn_range()RTERL, M EREUER T — M4 — BRIV EE i % 45 () =5 6] g
MFHITR, FUENEFEED B2 XK ykvm mmap(struct file *file, struct
vm_area_struct *vma)>R 58 BB T1E .

ykvn_mmap REEAE THERERZ: #%E] vmalloc LHLIELERE P28 73 BL AT
FBIRTUR, RYE BT HE IR B PUR TR % B2 (9 U Y 9 AZ 238 s, A8
XA B BB B 1k 2 v T R S ) EE M TR

Britz4t, BT vmalloc 7HC %5 (]I B TR B L H AR remap_pfn_range —
B, —IRBEYE, MRAFENRNYHETEAFEAFTNNRELITR,
FUABRATEFHFE LI — nopage 771%, MRS R, JHFHMNEH vmalloc 78
7 ) {4 B fi B T 52 B P A7 IS5 ThiBE )2 nopage 753%,  LATU A SALIR [BIF P e
bR ) AL BF) page S5 HTR %, BRITRR AT ARAE T B 4-8 FiR.

struct page*ykvm_nopage(struct vim_area_struct *vma, unsigned long_address, int
*type) A7 ML ER A IR 2 ,

vma 246 vm_area_struct 5185, LEMEERA P EMME S AR YR
ik, RENWRTERFERAI—DRBEH.

long_address &= AE 6k TLHI A 7 ke TR AL .

type Tl —" int BABEHL, WEHTERARFRRANERER, FRNELY
ERRENFAMEREE,
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S

BENE ETTRR-ENERARRRENFARIT 5L

BB RE R

offset = address - vima->vm_start ;

T T IER 6 R
R

offset =offset+vima->vm_pgoff <<
PAGE_SHIFT;

A

AR

v_addr=vmalloc_area+offset

/

BEAB Ry addr PHE TR

30 BRI
pgd=pgd_offset_k(v_addr)

REFEARARD
if(!pgd_none(*pgd))?

IR P RS 3 th e R TR AT
iz el
pmd=pmd_offset(pgd,v_addr):

REHFEPAARERM
if(!pgd_none(*pmd))?

& Blvirt_to_page(p_addr)4 H3EEH

A

BEHFAFEYEAMAL

ptep = pte_offset_kernel(pmd,
v_addr);

HYBT A
get_page(virt_to_page(p_addr));

pte = *ptep;

YRR REERED
if(pte_present(pte))?

A

™ RE R

Y

BRI RIEE
AR

3

HYE T LS R B B A BB
it
p_addr=_(unsigned
long)page_address(pte_page(pte));
ret |= (va & (PAGE_SIZE - 1));

K 4.8 ykvm_nopage R EAIZR
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BTFRRREB LR

251 MIPABT vm_area_structs 45/, mmap BISLHLFH B F B HIAL
gk, BN mmap WAERARERAF T ABNZZEBA— vma, BB
AT BRI ERLE  f R aAbEE v start, Bt vm_end FIBEMET O — T
XTI N FRRBE vm_pgoff (UATUAEAD . MERIHHE v addr ZIHHEH
it paddr ¥ RFEFE B ZERMA I RE £ offset=v_addr-vm_start, K5
FUF vm_pgoff ¥ EE ¥ (start_buffroffsetvm_pgotf<<PAGE_SHIFT) /5 kst
XHRZREIE, R, HZFRNmIE RRAGKERM I, RIEFER
TN IUR BN A b ik

ERRTRZRSEB AT EMR, hTRERAMESTERE, EEX
AR AN E LEZERBIFT. DKM MRS A5 a2 Ly A, —
WA BB RKE R 1500 775, R/MKER 46 F15. Linux F— M REHKE
A 4KB, FU—AMRET&RSJUFKAENAMEIEE, —/MRaT s A
2KB BN, Eiatith Z e — TR B, T LI FRITRAHAE
7, M ykvm_buffer 5 5] LAF E buf in[520] 0 31T AT G304 .

WA H TR AR B BE AR E T RS B R, RIEAZTRSE
MTEMIZEEAFES, ERIUTH mmap FESHEFZEAERR, $FEEE
WEBRE EMARN, EANEFERAERNTIETHE S SRRLBITHE,
AR SetPageReserved & H8ifF .

4.2.3 MEESHAREFZERES

WES5HFPHRIREY, BAOERAHRARRSIRELI. 7EL RN BERER
B TIERE,

BATE RIS R 7 AP BAF, 23 R R R RF A BRI R R R A
ZIREB T NS BB WA, o LA MR IR BN LR pp v B MR
ICRHRFTAFIEEENREEEATE, REHA P IR P s B A
B FATU ykvm rx_busy F ykvm rx_free &5, '

TR -Fm ykvm BRI ZR WX B ANLERE 2 P s H R,
ENFERBFZZ M X P — P AT N ER S bk s P b, e S
WX, IEBIRFE rx bd B rx_bd_haddr F, FINHRHM A EMBIE
ykvm_rx_desc HIHIAFFF B buf addr ', F P HUEAEE user addr ', SHRFTH
BHATLARYE R R FF AU 9 rx_cons A1 rx_prod B3I KLHL, WA 4-9 FTR.
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BUE RTTRREOEEOBRALN AT SER

@ykvoiRiErx_cons W2 BAFY
REWBRIATR, HEHrx_cons
ykvm_rx_busy ykvmn_rx_free ; rx_cons
/
%,
o%
oy s
rx_cons , SHER
HEHirx_cons rx_prod
<°6
1*3 rx_prod
OykvmEFRAFIE
3lrx_prod

49 ykvm BERFEISHLH]

RS yhvm B PR CFOCH A indexHE0:

if (unlikely(++index = MAX_TOTAL RX_DESC_CNT-1) index = 0:

¥ MAX_TOTAL RX_DESC_CNT ABAHIEFFHIAEL, x Al index 751K
%5, B\FI R MEHR: x_prod == rx_cons.

e MR BRI R, WERIE R F 8P A RASIZES] x_cons i E
B, R R AR L R PR IR, SE R rx_cons

MESGEREREFELFTETN. i EAA ykvm_enqueue(), MR
ykvm_rx_free 1H 1x_cons 3 HEK AR EANIH R A E HHF & x_const+
SRIEFH ykvm_rx_busy BAFUREIE 7T rx_prod, {EH IR MEFZE, HE rx_prod++;
EERHENEHERE vhvm x_free B rx_cons E5IF m_prod Z5IME:
NEXT RX_BD(rx_cons) , NEXT RX BD(rx_cons).

4 RS OO (R, SEARYE ykvm_rx_busy F#I rx_prod 1 rx_cons
ZEEHNRTE YR, BHARAE, BIR nx_cons E5IELFEIR AR
R RIE, 3B rx_constr. BIERIIE, BEGZEIEEAER AR, EH
ykvm rx_free ) rx_prod SRR (R, FFE rx_prodtt.

TR TR T BB B 25 R R R (3 P SE B 1 R 0 R 4 B O
W #i% yiom B ERRAMEIREEE, B ykvm_rx_busy ] rx_cons Zff;
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BFRBEI AR

FERBERFHRE, S ykvm BASUREHHMGRE. BAMEEREE 44 /)
WM,

4. 3. FEOEHER

BAVEETHIFOERAU TN FEHNR A TR ERENEEL
BfE, ERMEEFERMEA A HBEMERESE, Wi, ERERES
%o B, BOECFEEULEM PRI —AMRFEOER., EREToIE—
FFIRAN libpeap BARMA I PREFHED R, B FARFBD RS D RE
PUERARN & R, XEMEDREERILSRNARERN, MARA
.

BT PR AT M SO R ERIE E B BRI S5 8 mac M
ik, ip lt, WEOSHERAHNER. . E3MTHEERMTPEER
FENRATHEMZER, RITELAFERD ip BLHWHEMROLIELRE K
tep RAMEEREL, RIGHIE top MOCKAIMT B ATMEMEIE R T N hetp 2H,
IR JE X R L AT T AR LAY uel R ip B 3K B BR (5 BIENEUREE P,
FTARMEFENEERRFE SRR, #TFEMRE. SLRELTMEINA
EHRIAT. N ML 2 X R IR AR 60 LR, RATL T AR
HI 3 BB A5 BB E BT . B R BT —ANH P R 3ok
SERCHT, BAITHEMI RS R M A R AT SR .

ATRENAZERENEYME, RAVCH P2 B a5 AR MR R A
FERREREHNESRALEDd, B TERALE-HEE, A TEFRERR
&, BAUEE libpeap REFERRBUE, & LB EE: RS S M
1.

3A135€ X void yk handle xxx (const u_char * buf data) 4 J5 1403 6140 B Y R
B, SEEREHE get packetORREUAM. FHHIR AR TR, FELE M EE P HAERN
()2 B BE T

get_packet()H) JR B 5 : int get_packet(struct user buff* vk data, int length,
yk_handle callback, char *err ).

HPRFETHREREEREELI, RI5RA gt packet KA EBHITA.
get_packet ifi i mmap BEEMILZR TR WAL, RERIEH P EANREH
length AR IRINEIE . & 4-10 BIA HFRA.
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FNE ETTRRFHEECHERALNFART S5

B RE

R P 2R AR

R R R T mmap B '

{ Fopen()T FF ML R H XA
B

/

AP 2EREEDS AR '
A M R R 42 RO B Mt .

e

i

FHKBERHIWif(len>0)

Y

[ AFREREEHTHE

A

TR B ~
HARELE ~——< ykvné g;g“ﬂ/

L

| mﬁﬁﬁﬁﬁmmﬁﬁ@%ﬂﬁﬁﬂ
#EKFlength
l Len=len-length

N

Y

r —_—
 BUNHER R R B HIR A4 IB4 R
BAEEY

T
—
Y

\/
[ EErsnsInZEsE _]

if (unlikely(++ykvm_rx_busy-

MAX_TOTAL_RX_DESC_CNT-1)) ‘
[ ykvm_rx_busy->rx_cons = =0;

|

< mmmmmw/—

| ﬁﬂl?ﬁﬁﬁ&mmﬁﬁﬂ S ERABR i

|

L

i
if (unlikely(++ykvm_rx_free->rx_prod =
MAX_TOTAL_RX_DESC_CNT-1))
ykvm_rx_free->rx_prod =0;

>rx_cons == — e I

|

B 4-10 get packet BREH TEHE
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BRI X FET L FEMIRX

yk_data HIEMA P ZEMLAZRELH, BIAATEELER B, RI5
NI ER X AT ST

length HEUHE BRI, LRI HRAL. 2oh-1 MEHREGAHERRE B2
BHX AT,

callback AEURBAEEE, HRECHAF BCEIM, HSH buf data H
‘get _packet AR

err HTERE AR BSR4, BEURA RYUS B R R B .

4. 4. RRERTIERRE

ABWENBEAN R ARG TERE, K aENGHBRETHR
EMERFETRM TR ENZERFD.

4.4.1 REMIRILIERREE

B, MEAREPRER yovm FAREEIBR bnx2. FERBAINME
JEARYE A P IRt R I Z 2 X K/ YK NUM 23— K R 4L 0 25 [ F AR L
SE—RKEBELETE P A ykvm rx_desc F ykvm buffer % YK NUM 4.
ykvm_busy ring #I ykvm_free ring &1 ¥ RHETRAIBRAENT:

%F ykvm_rx_busy # ykvm_rx_free 1 rx_prod K1 rx_cons #ATHIE. ¥ITH
WETEME R, Frlh ykvm rx_busy i) rx_prod 55 rx_cons H8% 4 ykvm_rx_free
B 451K ykvm rx_desc[ YK NUM]F BIFTH R 7 ) dma_addr 0 buf_addr 15
M. 5T dma addr SAORE R R £ HEG R HBEHIL buf addr. Rikih
WHIRRFFZT S, 0 E YK NUM-1 Z (&), 2B FREUMNE & F AR R
FER HE ik yk_bufri*2048, —/MUE B EIFFRUE R K 2048 T . KRBT
A0 16 2 P 1 U 0 3 (vmalloe 2MFCHI P9I S () LS5 5 I 4.2.2) B EI Y H
#it dma_addr,

B, ykvm HEERH MAEBEIEFR open REEHL T, ARBERZN
AT DU R HORE(E, RIS R B yhvm B SE R Bl KIS
A EEAER, AERATAT LAE RL R A R DR E) R A open BACRAEM & W& T1E.

5=, BPEENGLANMERER, BEORH get packet)TTHMA K
25 (6] B P 25 T I o B R X mmap BRSO R ST IR R AR R 1A T

KATT LB mmap FATEE A FRS R ESRbIE, T /P H#EN S
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BNE EFTRNFNEELHKRENRFARTEEN

mmap BRSTEIZE IR — KIS A, HORYE 42,1 P HINEE R AHERR AL
B R EROE A B AR R P R AL, SRJE TR BN MO P
ST AHIRY user_addr B, BMELUR P REERARE AL UGE .

4.4.2 %’t%l:ﬁﬁ)lﬁluﬁi

Wf$%ﬁf&&?ﬂﬁ*i§]\§ﬁ%, B PSR . N TRPRER,
& ykvm SR HE AT E R R, B PR WAL AT ykvm
e LT REBIT wait, EXFEEZNEKFRALEE, A
__set_current_state(TASK_INTERRUPTIBLE) Kt izt 2 fH %8 . S AT RRINSY T
VBTG EE, S X T HE B R SR AT A

WA AT R AR E NS RE, BRAGE MR EYR, LR
W AR A, ABMLHABSENRELENPRE-NEFESE sem.
FM17E ykvm BEILIR & AN R AP EAML:  init MUTEX(&ykvm_dev->sem).
L&A, down trylock(&ykvm_dev->sem), HA#RET T REN B THEZE
DANTHERER. S—RKHHEREERERAGLRFS E
up(&ykvm_dev->sem). f PO TIERBEDE 4-11 it

R PR A get packet() B ¥1 T PR 1E P EU AR G AOTE LT

(length==-1), BUBEH—BELH, Hf B&EVFHE. HTBERMIERRE
o 2 IR L B 4 b B R T T A A A TR, AT BURIE KM
Be, HHEXH, BEAHENEE.

W-EIEEN R ykvm B TAERFRN T B 4-12 FTR . 8 SE AR ykvm BEH, 5 init
AN EH S — B EL R RIEME bnx2 Bk, BT open B ITIES
AR AR MR, #5HP#EREALE, ) & B HEAR AL L WU R R B
BT,

20 P R B I S OGRS B A R BT BN, AR
WX % REHR, ykvm BB ykvm_rx_busy ' rx_cons 5| %) L ZS (8] A 4
ykvm rx_free "FARRIHY rx_prod K31, FFH B 5 M RMER NULL FHH rx_cons
BTN 1 B 4E, RE ykvm H4E x_cons BB MR EEES RIATRET
rx_cons 55 rx_prod H%, sl 4 ) TR 254 PR BB x_prod R 51T ELSE RIS
T rx_cons Z5), BERNEREIERN N 1 #1E EERNFIA T, WER
AT R RAE.
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TR TR

Viihabeivati)iik: JulE g 4

down_trylock(&ykvm_dev=

BAT WS sem) ykvmBEE 1

return -EBUSY

wait_event_interrupt()

HAMERE

KPR RAT LR

Bl 411 HFAPEORIERS

- —
kv R RIS
! PR R " A

Mot -
[ﬁﬁéﬂﬁgéﬁéﬁzﬁ SRR

' Y
T %“iﬁﬁgﬂﬁgfﬁw
WiREFR PR
wake_up_interruptible(&ykvm_dev
->r_wait)

B 4-12 WIZHEBR L1 E
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BNE ETTRNFHEGEARERANFEART SR

4.5 KBING

AEHRNETHEOHERLDZRER: NEEHER, yom KR, H
PEOERN RSP RS, RE P E=ZMEREO LG T V8. £
EAENFEEREEGRMMLT, T yovm BRAH ST N PR
mmap HLEIB B ZRALA I FEE RO RGBT NE, TR ROBERTHA
ERRHE RS R HE - MO RS BENMET ZKERENHILK
BATHBIFED .
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O Raes O A (9

ERE ETFANFREREEHERRENMNRS SN

5. 1. MR

HEFHAEZMAIRE R HIE OHRRAHTIR, FHRIGH) libpeap 7
EHAERNPHRT REEATHR LML, ENRRGEN, ROER 5
Bl mmap HEATHRE, TEFIRBEIREE L ISR IR (A R B R
oA, TEEWRAE.

BIMERESTHRCENERER, BdRBARSEEENSRENSER
8. MTERIFER, FAOKENFEEFRANSG. RITEFAIELE
% PKTGEN WRAR# TR B, RERBTEFIRER B [EERAHRORER
AN A SRR R, SUERRRES. AENHRIMNEHETE 5-1 Fix:

o

B 51 BREMEREHNREE

AR AMHERERE G E W Intel xeon5404 3.0G, WIF 4G. RIEESNA
MR ERHRE, FHE(E (0: 00-9: 00, 19: 00-24: 00) FH)if & 445 7E 20MB/s;
LHERTIE) (9: 00-19: 00) MEKIEEN 67TMB/S, FHMENR 60MB/S. EKATMRYE
BEEIERF B NRL PR EER, RN ENELR.
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BRE ETTEMEOEEARREZHMRS N

SRR BHHKE R 64 £, 512 FW, 1500 FHHBHEARITRALE,
ERE 64 FHHIEARNR, RENBHRBREEFIEEN 311,427,072bps, &
RiE 512 M O1500 FHHEFEANNE, RONSHNBRBKEEE 2 H A :
883,550,208bps Fl 991,952,896bps. FATRT L% & 1 16F 8] 8] R 2 I R B AL
BEFERENRANENRRERERENSENSEHEST.

RAMEERE pps B REREREEANNE: KERE bps AEH
BORIER) 7 E

5.2. MR E R 247

HIEHFRAGERTRAZY KEHE AN IRERNTE 51, 52, 5-3 Pis:

% 5-1 BUBRHE ARG 64 FH KAAUE B

REV1E | ZREI1K | KeN2d | RE2R | WeEE | "EkRE
B (pps) | B (bps) | E (pps) | & (bps) (pps) (bps)
325,632 166,723,584 331,776 169,869,312 655,449 | 335,589,888
489,472 250,609,664 | 493,568 252,706,816 | 979,976 | 501,747,712
569,344 291,504,128 | 581,632 297,795,584 | 1,134,592 | 580,911,104
%52 HERRRLHER S FHRKMEES
REN1THE | REN1FE | ZBHN2 | REHN2E | KEEE | KEBHE
JE (pps)) | & (bps) | H/E (pps) | & (bps) (pps) (bps)
40,448 165,675,008 40,960 137,772,160 81,355 333,230,080
61,440 251,058,240 61,952 253,755,392 123,403 505,458,688
71,680 293,601,280 72,192 295,698.432 143,784 | 588,939,264
% 5-3 BUBEWME RGN 1500 F KBRS
REH1E | RENIFE | RBHL2 | REI2E | KEdE | KERR
& (pps) & (bps) | &M (pps) | = (bps) (pps) (bps)
13,894 166,728,016 13,481 161,772,000 27,319 327,828,000
21,059 252,707,984 20,972 251,664,032 41,969 503,628,000
24,816 297,791,978 24,467 293,604,074 49,245 590,940,000

RIVEEF S RAVEMREHES 5 20MB/S, 30MB/S, 35MB/S =AM
B, %51 9, YFHSRANSAREE 20MB/S KAN, BHRREENRES

57



B RHERE I AR

40MB/S; BEE R BHFERNY KT 30MB/S K, BHERLEMBERIRE N 60MB/S
Eh: fRERELTE 35MB/S, WRRAMBITE R A 69.25MB/S. AL
YR EYER LFE 35 MB/S, HRREMREEESZE LW, BRATRERE
ffl, BREGHAHE.

R 52H 53 %, RENBRERKETHHERMNE, SRAZMKEERE
WRkE. AUEY, EMARERANERT, MHEKRAERIGTERLR
EFREEAMERE.,

5 F libpcap B AR F W KEHERRMALRMT R 54, 5-5, 5-6 e

& 54 libpcap I 64 FHKAEIES

REV1E | R IR | REH2E | REH2HE | WEBEE | KEHEE
FE (pps) | & (bps) | /& (pps) & (bps) (pps) (bps)
325,592 166,703,104 331,865 169,914,880 178,894 91,593,728
489,450 250,598,400 | 493,589 252,717,568 182,272 93,323,264
569,401 291,533,312 581,592 297,775,104 180,329 92,328,448
% 5-5 libpeap I 512 FHKAEUEE
REH | REN IR | REM2E | kBIN2®W | KEEE | WERE
W (pps) | B (bps) | & (pps) | E (bps) (pps) (bps)
40,468 165,756,928 40,876 167,428,096 81,305 333,025.280
61,425 251,596,800 61,952 253,755,392 123,359 | 505,278,464
71,680 293,601,280 72,194 295,706,642 143,786 588,947,456
% 5-6 libpcap W 1500 F 1 KIEIE &
REBNL | REA LR | kB3 | REH2K | WBER | WBiiz
T (pps) | & (bps) | J¥& (pps) | & (bps) (pps) (bps)
13,904 166,848,000 13,479 161,748,000 27,378 328,536,000
21,059 252,708,000 20,966 251,592,000 41,985 503,820,000
24,823 297,876,000 24 452 293,424,000 49,267 591,204,000

Wi 54 RATILUE L, W% &R AH0E QERORA, BHilIEE

R R R, TR AN KA B 20MBIS FHE, BRI

1 B 10MB/S £4; HEKEBIMIKE LFAE 30MB/S A1 35MB/S FImH%, HiRHl
‘ BB B Rk MRS, B 1IMBS 56, TREARRETE.

\ W 5-5,5-6 PRATATLLE H, BFFHLII AR BIEEE. 5 libpeap 1
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ERE ETTAMFHEEARRALNNRE 2

BRI ERHRNEEFRS .

SHHIERHIK RS libpeap FITUREIE, RAOTTLVEMEUT=A:

B, KRG libpcap LEHEHENRREEFKBHIEES.

%, libpcap TEACFRSE B A MM IRIEE A 93,323,264bps, £Y 11.13MB/S, &
TIERBI AR EIFEE R, .

8=, ykvm ZEAEE EAALS AR libpeap HAEH, MR EERGK
&, (WAFMEE, AT 580,911,104bps, 4 69.25MB/S #BT ML Bi(E
67TMB/S, i B4k PR 48 B E K o

5.3. AEGE

AENATHFEOHKRLON RN EFLFMRIIZOER, SRS
T T RN, RIET FRMEE T REOREMRAS R AR Ra e,
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BT RHERFE ¥ A1 3

ERE DESRE

6.1. E B

P46 (0 R R RAEREE SR, F RAEMERNRE. 2 MBS
HARIRER, MR RnANg RSN SRS RITERT SHEE
RE. TRENMABFERORAZRYE, TRAVAP ERNMEEERARE
NERMARS, #R B R LRRENAR PSR M a2 emn—ir .
LR RELHETMELENRBR. FEHREEHMNS T2 RIFLIRIE,
FARERMSEREESEREN SR, W7 RE MR E R &R
HRRATHAM—NEL. ARXELTENMDTHEHFOLNREIR, 2
T EMBEREA, FHh—FRR Y AT T BRI T Lhr M4
ITHEBREMTFRS . LT ARSI

R T BRIMEFRRMIR, TR TR RER S &R LENA, ME8%
LE MR BTN,

IR T A AT R EMMBIEHE TSI o TP, T#TIH
A& B HRT R, ARENAITARERAN R RERITTT
A

RIEZE T NBEBEIEHR R LR A=A TREEREIL, W RGHEAT T v
Wik, B DA MEESRNE AL T SR, 8 ERN AR
THHRNEO,

6.2. T{EREE

EARRIHHTNLRES, HTHEEKFEREEFRERATE, HH L)
A AT LAZEARR B TAE R SE R

B, ARGRINEEFMETT T HEIRETHR. HFERARMA/ DI
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